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https://www.justervesenet.no/wp-content/uploads/2021/03/UTC-illustrasjon-mars-21.pdf

Nordic timing labs contribute 30+ clocks to TAI/UTC

https://www.justervesenet.no/wp-content/uploads/2021/03/UTC-illustrasjon-mars-21.pdf


UTC(JV) during 2023. Target  << 10 ns offset and increased redundancy 
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https://webtai.bipm.org/database/canvas.html?lab=JV&utclab=ok&utcrlab=ok&mjd1=59945&mjd2=60104

https://webtai.bipm.org/database/canvas.html?lab=JV&utclab=ok&utcrlab=ok&mjd1=59945&mjd2=60104


GPS timing interference
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Justervesenet timing lab R&D on PNT security

In collaboration with Norwegian Space Centre:

• Tests of Galileo OSNMA. 

• GNSS-signal generator for generating tests 

of GNSS jamming and spoofing

In collaboration with Statnett:

• COSECTIME 1-3 2016 – 

• 2022-25 EU-project EPM ‘Digital-IT’ on 

timing and sampled values at digital 

substations  

URL: https://e-cigre.org/publication/CSE017-cse-017 NNF Seminar 2023-06-14

https://www.duo.uio.no/handle/10852/53770?show=full
https://e-cigre.org/publication/CSE017-cse-017


Norwegian policy process update 2023:

Recommendations to establish a national timing service
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https://www.regjeringen.no/no/dokumenter/nou-2023-17/id2982767

https://nsm.no/regelverk-og-hjelp/rapporter/sikkerhetsfaglig-rad-et-motstandsdyktig-

norge#Sikkerhetsfaglig%20r%C3%A5d%20-%20et%20motstandsdyktig%20Norge

Totalberedskapskommisjonen (2023):NSM sikkerhetsfaglig råd (2023):

https://www.regjeringen.no/no/dokumenter/nou-2023-17/id2982767/?ch=5#kap21-5-1
https://nsm.no/regelverk-og-hjelp/rapporter/sikkerhetsfaglig-rad-et-motstandsdyktig-norge#Sikkerhetsfaglig%20r%C3%A5d%20-%20et%20motstandsdyktig%20Norge
https://nsm.no/regelverk-og-hjelp/rapporter/sikkerhetsfaglig-rad-et-motstandsdyktig-norge#Sikkerhetsfaglig%20r%C3%A5d%20-%20et%20motstandsdyktig%20Norge


Statnett is developing a nation-wide timing service 

for power sector needs
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COSECTIME3 goals

• Statnett generates its own autonomous atomic 

timescales referenced to UTC

• No direct dependence of global navigation satellite 

systems

• Redundant clock systems and sync networks

• Deliver accurate timing (1µs) to transmission network 

substations via optical fibers for:

• Protection relays (over IP)

• Phase Measuring Unit
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BfK § 7-14 j) Sikker tidsreferanse
Driftskontrollsystem som er avhengig av eksakt tidsreferanse,

skal ha sikre kilder for tidsangivelse.



2003 North East USA blackout a wake-up call

Why power sector reliance on accurate timing? 
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Sensor timestamps need microsecond 

accuracy: GPS/GNSS disciplined clocks.

Incorrect timestamps may give wrong 

estimates of grid power flows.
Analog control systems, manual processes, wide operating margins

  

Digital control systems, timestamped sensor data over networks, 

automated processes for rapid response

W
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Digital networked control systems require tight synchronization

Sensor 

data 

quality

Accurately 

measured

Accurately 

timestamped
Timely 

delivered
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How secure/resilient?

Timing 

threats

 

Other 

timing 

mishaps 

• GNSS jamming

• GNSS spoofing

• Network timing attacks

• Failing clocks

• Sync network failures

• GNSS equipment failures

https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
NNF Seminar 2023-06-14

https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework


NNF Seminar 2023-06-14

Lessons from COSECTIME pilot demos: 

#1: Timing networks may have intermittent glitches

#2: Timing networks are asymmetric and need calibration

#3: Asymmetries may change due to network reconfiguration

#4: Cs clocks may autonomously provide <1 ms timing over years  
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Time transfer over high 

accuracy network 
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Statnett time scale measured 

against UTC(JV) 

• Two years of continuous 

operation

• Outliers  1 % of the time 

• Some are planned outages, 

other intermittent glitches  
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Statnett time scale measured 

against UTC(JV) 

• 3 microsecond asymmetry 

needs calibration to 

compensate

• Changes in asymmetry due to 

network reconfiguration

• Statnett time scale is stable to 

+/- 100 ns over 2 years of 

autonomous operation
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Lessons from COSECTIME pilot demos: 

#5: Clocks may/will fail

#6: Alternative timing sources need to be combined and 

selected using robust logic for actual resilience



Robust sync?  2 x belts + 2 x suspenders
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Sync demo at digital substation pilot  – Statnett-prosjekt COSECTIME

Rubidium holdover oscillator
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1. priority

2. priority 3. priority

GNSS timing

4. priority
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Conclusions

• Engineering challenge: National timing service keeping the performance of GNSS and reducing direct 

dependence

• Robust multi-source systems (‘zero trust’)

• Core timing network

• Accurate clock nodes

• Distributing resilient timing over 5G may enable also alternative GNSS independent position and navgation 
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Extras
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PNT security ∈ cyber security
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=GPS

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=GPS
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Effects of incoherent spoofing – Skibotn 2021
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Nice to have

Need to have

• Better real-time system modelling

• Better fault analysis

• Faster fault localization

• Leaner substations 

• Better wide-area monitoring (WAMS)

• Synchronized sampled values within substations

• Wide-area synchronized data for protection (WAPS) 

• Wide-area synchronized data for control (WACS)

How dependent on accurate timing?



Digital substation SV, PMU, 
WAMS, WACS, WAPS                  

Statnett core clock 
systems

National UTC timescale

Today 

How accurate?

https://www.naspi.org/node/608
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https://www.naspi.org/node/608
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