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Nordic timing labs contribute 30+ clocks to TAI/UTC
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https://www.justervesenet.no/wp-content/uploads/2021/03/UTC-illustrasjon-mars-21.pdf

UTC(JV) during 2023. Target << 10 ns offset and increased redundancy
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https://webtai.bipm.org/database/canvas.html?lab=JV&utclab=ok&utcrlab=ok&mjd1=59945&mjd2=60104

Justervesenet timing lab R&D on PNT security

In collaboration with Norwegian Space Centre:
+ Tests of Qalileo OSNMA. _ Spoof proof GPS timing GPS timing interference
*  GNSS-signal generator for generating tests A detection and mitigation system for GPS

of GNSS jamming and spoofing time spoofing Building a setup for evaluating the effect of jamming
and spoofing on GPS based timing devices

Aril Johannes Schultzen

In collaboration with Statnett: Thomas Redningen
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https://www.duo.uio.no/handle/10852/53770?show=full
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Norwegian policy process update 2023:

Recommendations to establish a national timing service
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NSM sikkerhetsfaglig rad (2023): Totalberedskapskommisjonen (2023):

(i |
NSM NOI l Norges offentlige utredninger 2023:17

Na er det alvor

Rustet for en usikker fremtid

Sikkerhetsfaglig rad

Et motstandsdyktig Norge
- 8 RomSikkerhEt 21.5.1 Tydeliggjere et myndighetsansvar for norsk romvirksomhet
Det bar etableres en nasjonal tidstjeneste Kommisjonen vil seerlig papeke at de fleste satellittbaserte
Tilgang til ngyaktig tid er avgjerende for bade stats- tjenestene tjener bade sivile og militaere formal, uten at det synes
og samfunnssikkerheten. Formalet med & opprette en som om roller, ansvar og myndighet pa omradet i tilstrekkelig grad
slik tjeneste er & redusere avhengigheten av GNSS-tid er avklart. Kommisjonen har videre merket seg at sveert mange
og sikre tilgang pa neyaktig tid ved redusert tilgang samfunnsfunksjoner er avhengige av ngyaktig tid fra satellitter som

er utenfor nasjonal kontroll. En nasjonal tidstjeneste som sikrer

eller forstyrrelser av GNSS-signaler. En slik nasjonal
nasjonal egenevne med tanke pa ngyaktig tid vil vaere et viktig

evne kan veere basert pa et antall sikrede bakke-
baserte atomklokker og distribusjon av ngyaktig
tid i ekom-nettene. https://www.regjeringen.no/no/dokumenter/nou-2023-17/id2982767

virkemiddel for a redusere denne sarbarheten.

https://nsm.no/regelverk-og-hjelp/rapporter/sikkerhetsfaglig-rad-et-motstandsdyktig-
norge#Sikkerhetsfaglig%20r%C3%A5d%20-%20et%20motstandsdyktig%20Norge J u Ste rvesen et
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https://www.regjeringen.no/no/dokumenter/nou-2023-17/id2982767/?ch=5#kap21-5-1
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Statnett is developing a nation-wide timing service
for power sector needs
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COSECTIME3 goals

GNSS ;7 GNQ? BfK § 7-14 j) Sikker tidsreferanse
& a - P Driftskontrollsystem som er avhengig av eksakt tidsreferanse,
| Cocknode [~ clocknode skal ha sikre kilder for tidsangivelse.
Sl
« Statnett generates its own autonomous atomic
timescales referenced to UTC
 No direct dependence of global navigation satellite
P, systems
T 2
oSS [y | onss  Redundant clock systems and sync networks
¢ () ~ « Deliver accurate timing (1ps) to transmission network
L 1 S substations via optical fibers for:
Substation /jgfgiﬁon « Protection relays (over IP)
 Phase Measuring Unit
=ty Statnett 9
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Why power sector reliance on accurate timing?

2003 North East USA blackout a wake-up call

NNF Seminar 2023-06-14
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Digital networked control systems require tight synchronization

Accurately
measured

' Sensor
' data

timestamped dé‘ vered

W

Sensor timestamps need microsecond
accuracy: GPS/GNSS disciplined clocks.

Wikipedia

Incorrect timestamps may give wrong
estimates of grid power flows.

w

Analog control systems, manual processes, wide operating margin

|

Digital control systems, timestamped sensor data over networks,

automated processes for rapid response
NNF Seminar 2023-06-14 Justervesenet
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Timing
threats

Other
timing
mishaps

How secure/resilient?

Level 1
GNSS jamming
GNSS spoofing
Network timing attacks

Level 2**
Failing clocks Level 3
Sync network failures
GNSS equipment failures

Level 4

NNF Seminar 2023-06-14

Ensures recoverability after removal of the threat.

1. Must verify that stored data from external inputs adheres to values and formats
of established standards.

2. Must support full system recovery by manual means, making all memory
clearable or resettable, enabling return to a proper working state, and returning
the system to the defined performance after removal of the threat.

3. Must include the ability to securely reload or update firmware.
Provides a solution (possibly with unbounded*** degradation) during threat.
Includes capabilities enumerated in Level 1 plus:

4. Must identify compromised PNT sources and prevent them from contributing to
erroneous PNT solutions.

5. Must support automatic recovery of individual PNT sources and system, without
disrupting system PNT output.

Provides a solution (with bounded degradation) during threat.
Includes capabilities enumerated in Levels 1 and 2 plus:

6. Must ensure that corrupted data from one PNT source cannot corrupt data from
another PNT source.

7. Must cross-verify between PNT solutions from all PNT sources.
Provides a solution without degradation during threat.
Includes capabilities enumerated in Levels 1, 2 and 3 plus:

8. Must have diversity of PNT source technology to mitigate common mode threats.

https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework



https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework

Lessons from COSECTIME pilot demos:
#1: Timing networks may have intermittent glitches
#2: Timing networks are asymmetric and need calibration
#3: Asymmetries may change due to network reconfiguration

#4: Cs clocks may autonomously provide <1 us timing over years



Time transfer over high
accuracy network
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JUTC(JV) — SNCs23(WRS@JV)| (s)

Statnett time scale measured
agalnst UTC(JV)

i+ Two years of continuous
| ; operation

« OQutliers 1 % of the time

5 . : : ] ¢ Some are planned outages,
- o other intermittent glitches

00000000000000000000000000000000000
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- SNCs23(WRS@JV) (us

Statnett time scale measured
against UTC(JV)
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Sf AR 1+ 3 microsecond asymmetry

AT TN needs calibration to

compensate

« Changes in asymmetry due to
network reconfiguration

« Statnett time scale Is stable to
llllllllllllllllllllllllllllllllllll +/- 100 ns over 2 years of
00000000000000000 ;::}(MJD) 59300 59400 59500 autonomous Opera‘tion
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Lessons from COSECTIME pilot demos:
#5: Clocks may/will fall

#6: Alternative timing sources need to be combined and
selected using robust logic for actual resilience



Robust sync? 2 x belts + 2 x suspenders

Sync demo at digital substation pilot — Statnett-prosjekt COSECTIME

3. priority 1. priority
GNSS Timing over
timing optical network (PTP) Cesium clock#1

Biaquisy :ap|ig

Rubidium holdover oscillator

NNF Seminar 2023-06-14 Cesium clock#2



3. priority 1. priority

GNSS Timing over
timing optical network (PTP)
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Rubidium holdover oscillator
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Conclusions

Engineering challenge: National timing service keeping the performance of GNSS and reducing direct
dependence

* Robust multi-source systems (‘zero trust’)
« Core timing network
» Accurate clock nodes

Distributing resilient timing over 5G may enable also alternative GNSS independent position and navgation
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Extras
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PNT security € cyber security

https://cve.mitre.org/cqgi-bin/cvekey.cgi?keyword=GPS

Description
FROSCEND - PROSCEND / ADVICE .Ltd - G/5G Industrial Cellular Router (with GFS)4 Unauthenticated 05 Cammand Injectian Proscend M330-w / M33-WS / MI5S0-56 | M3IS0-W5G / MI50-6 / M350-WE / MITL-G / M301-GW ADVICE [CR 1LIWG / hitns:/www.proscend, v k- i fiihes1/0036/54 13/ £_Incustrial_4G_LTE_Callular_Fouter_ICRL
FROSCEND - PROSCEND / ADVICE .Ltd - G/5G Incustrial Cellutar Router (with GFS)¢ Unauthenticated 5 Cammand Injectian Proscend M330-w / M33-W3 / M3S0-36 / MIS0-W5G / MI50-6 / M350-WE / M3L-G / M301-GW ADVICE ICR 1LIWG / hisps:/www.proscend, gory, k- s il 17003694 13/ ®_lncustrial_4G_LTE_Cellukar_Router_ICRL

The main MICODUS MUT20 GPS tracker web server has an authenticated Insecure direct abject referance vuinerability on encocint and parameter device 105, which accept arbatrary device 105 withcut further verfication,
The main MICODUS MY720 GFS tracker web Server has an aumenticatad Insecure dIfect abject referances vumersniiity on endpaint anc POST parameser BFE220;0evice ID,&% 22 1; which aCcepes arbirary device 105
An izsue was ciscovared In Gallean NTS-E002-GPS 4.14.103-Galleon-NTE-E002.W12 4. An authenticated attacker can perform command infection a5 roat wia shell metacharactars witkhin the Network Tooks sectian of the web-managemant interface. All three networking tools are affectec (Ping, Traceroute, anc DS Lookup) anc thair recpective Input felds {ping_acdress, trace_acdress, nslookup_address).

Improper access control vuineratility in pSense CE and pfSense Plus (péSense CE software versicns prior to 2.6.0 ang pSense Plus software versians arior to 22.01 ) allows  remate attacker with the privilege to change NTF GPS seftings to rewrfte existing files on the file system, which may resalt in arhitrary commang executica.
The main MICODUS MYT20 GPS tracker web server has a reflected cross-site

ipting vuinerabiliby that could aliow an attacker to gain cantral By tricking 3 user Into making a request.
SMS-based GPS commands can be executed by MICODUS MY720 GFS tracker without authentication.
The MICODUS MV720 GPS fracker AFL SEVer Ras an AUENenticaban mechanism that aliows devices to use 3 hard-coded masier password. This may allow an atacker T send SMS COMMands CIrnectly o the GFS racker as If they were coming from the GPS aWner&SB217;

mabse number.
In A-GPS, thare & 3 possible man in the migdie sttack dus to Impropar certficate valigation. This could leac to remate information discasure with no adetional execution privileges nesded. Uzer Inferaction s not needed for exploitation. Patch 10: ALFSDG461918; lssus 10- ALPSDG451915,
There is & buffer cuarfiaw in gps-ser-sim v1.0 when garsing kang command line parameters, which can lead to DoS ar code execution.

an disclosure was reparted in the Time Weather system wkiget on Legian Phone Pro (L75031] and Legian Phone2 Pra {LTOC41) that could allaw other applications to access device GPS data.
All verskans of Uffizio GPS Tracker may alkaw an attacker to perform wnintanded actions on beha of a user.

An attacker may be atle to Inject client-side JavaScript code an multiple Instances within all versins of Ufizic GPS Tracker

Traccar s an open source GPS tracking system._ In Tracear before versicn .12 there I an unquoted Windaws binary path vuinerabilty. Dnly Winoows versians are (mpacted. Attacker needs write access to the filesystem on the host machine. If Java path includes a space, then attackes can lift their privilege to the same as Traccar servios (system). This is fixed in version 412

Androic-1 1Androdd ID: A-174151048

In onReceive cf NetinmistedActivity. java, there Is 3 passible way to supply an attacker-controlied value to 3 GFS HAL handier due to a missing permission check. This could lead ta lacal escalatian of privilege that may result In undefined behavier In seme HAL Implementatians with no additicnal execution privileges needed. Uiser Interaction Is nat needed for exploitation Product: Androicversio

Tracear GPS Tracking System befors versian 4.9 has 3 LOAF injeckian vulnarability. It oocirs when uses Inaut |5 being usec in LOAF saarch filtes. By providing specially crafted input, an attacker can madify the loglc of the LDAR query and get admin privileges. The lesue only impacts instances with LOAF configuration and whers users can craft their own names. This has been patched in versian 4.9,
120-35552 AN ISsuE was Ciscovered In the GRS daemen an Samsung mobile devices with O(.x), F(5.0], and Q(10.0) (non-Gualcomm chipsets) saftware. Attackers can abtain sensitive location infarmaticn hecause te configuraticn file is incorrect. The Samsung ID Is SVE-2020-1B678 (December 2020).
320-11445 TP-Link cloud cameras through 2020-02-09 aliow remate attackers ta Gypass uthentication and obtain seasitve INfarmasicn via vectors velving a Wi-F| session with GPS enabled, aka CNVD-2020-04855.

In MockL i Iz passinle ta mork the GPS location of the device due o 3 permissions bypass, This could lead to local escalation of priviiege with User execution prviieges nesded. LUser intaraction is neaded for Froduct: 1D: A-145136060
ThE Cabnam EXPLOAER 710, ATMWAre VErsion 1.07, COES NGT ValGate 15 firmware Image. Develcament SCALs IEft in te AirmWare c2 DE used 10 LAICAD 3 CUSTAM fINTIWArE IMAgE That the Gevice runs. This CoLsd allow N LNBUChentcated, ICal AEEacker to LPIad TNEIr QWN fTTIWaTE That Cauid DE LSED 1D INMEMCERS ar MACHY tralic, SACF o INTErcent GFS trafic, exfitrate private data, RICE 3 DACKCOOR, OF C2USE 3 DENl-of-SEnicE.

An iezue war ciscovared on LG mabile devices with Ancrald OS 7.0, 7.1, 7.2, 6.0, and 8.1 (MTK chipsets) software. Intersction of GPS with 811 emergency calls is mishandied. The LG 10 It LVE-SMP-1B0012 {Jarusry 2018).
anl
Ant
anl
ant
The

Lien

CVE-2014-9194 Learn more at National Vulnerability Database (NVD)
* CVWVS5 Severity Rating # Fix Information * Vulnerable Software Versions « SCAP Mappings * CPE Information

Description

Arbiter 1094B GPS Substation Clock allows remote attackers to cause a denial of service (disruption) via crafted radio transmissions that spoof GPS satellite broadcasts.

MAC/device ID af an Mrack Easy can be registered uncer multipie wser aocounts allowing access to getops GPS data, which can allow unauthenticated parties to track the dewice.
icated acoass t ThE CKLA-DASES SEMVICE Maintained by TrackR Brave is allawed far querying or sanding GFS data for any Trackr Cevice by LSInG the tracker [0 numbar which £an be diScovered as Coscibec In CVE-2016-5539. UpCated apps, version 5.1.6 far 105 and 2.2.5 far Ancraic, have been released Oy the vencar ta adcress the In C L O 9, C ana Cv 1.
mparent in Android 4.x before 4.4.4, 5.0.x bafore 5.0.2, 5.1.x bafore 5.1.1, 6. before and 7.0 before allcrws attackers to causs a senial of sarvice |

emary consumption, ard device hang or rebost] via a large xtra_bin or xtra2 bin file an 3 speofed Qualcomm gpsanaxtra_net o (zatciaud net host, aka Internal bug F9555E6D
companent In Andraid befare 2016-12-D5 allows man-in-the-micdle attackers to cause a denial of service (GFS Signal-acoulsition celay) via an INcorract stra.in or xtraZ bin file on 3 sponfec Quakcmm GRsanextra.net or izatcicud net host, aka intmal bug 11470303 and astemal Dug 211602 (and AndroidiD-7225554).
coiaTek GPS driver in Ancralc before 2016-D7-05 on Ancraic One cevices allows attackers o gain privieges via & crafted application, aka Androd intemal bug 28174914 and MeciaTek Internal bug ALPSO26BSES3.

=sue was ciscovered on LG devices Lsing the MTK chigset with L{5.0/5.1), M(E.0/6.0.1), and N{7.0} software, and ACA Voyager Tablet, BLU Acvance 5.0, anc BLU k1 HD devices. The MTKLogger 3pp weh 3 package name of com.meciatek mtklogger has appication companents that are accessible to any apglicaticn that resides an the device. Namely, the com. mediatek. LogRecaiver and com. megistek ewar.
nrted since they cantain an Intent filter, are not pratected by 3 Custom permissicn, and ca nct explicty set the androdd:exported attribute ta false. Therefare, these camponents are axparte by defaut and are thus sccessible to any thind party anplicatian by using ancraid. content. intent object for communication. These apalication companents can be used to start and stop the Iogs Lsing Intent abjects with embecded data. The avallable kags ar|
bile log_ The base directory that contains the directories for the & tynes of Iogs Is /sdcare, mbklog which makes them accessinle ta apps that requie the AEAD_EXTEANAL_STORAGE permission. The GFS iog contains the G9S coardinates of the user as well a5 3 Hmestamp for the caordinates. The matem ng containg 8T cammants and their parameters which allow the bser's cutgeing an Incaming calls and text messages tn be obtaned. The nety
bile kog cantaing the Ancrald log, which is ot avaiabie to third-party apes 3 of Andraid 4.1 The LG 1D i LVE-SMF-160019

n all Qualcomm products with Ancraid reieases from CAF using the Linu kemnel, the GRS client may use an Insecure cryptographic algarithm.
Arbiter 10948 GPS Substation Clock allaws remote aftackers to causs a cenial of service (disnsption] via crafted radia transmissions that spock GPS satellite brosdeasts.

Stack-based buffer verfiow In the oas_tracker funchian In arodump-ng.c in Aircrack-ng befare 1.2 RC 1 allows lacal users o execute aritrary code o gain prvileges via unspectied vectors.
ThE AunKeeper - GRS Track RLN Walk {3k3 com_ imesskeeper. rukeaper, o) 3PRICANEN 3.7 far ANGROId GOBS AOE VEMfy X509 CEMACAtes from SSL Sarvers, which alicws Man-in-me-midoie STTaccers to SACaf SErVers ang CETaiN SENSIIVE INEIMaTan via 3 Crafted certhcate.
The sl - Goif GPS (sl com igalf) applieation 20 far Ancrald does not verify X 508 certficates from SSL servers, which allows man-in-the-mideie attaciers t spoaf servers and obtain sensitive Information via a craftes certificate

The NMEAQLES driver In Gpsd before 3.9 allows remote attackers ta cause 3 denial of service (daeman termination] and possibéy execute arbitrary code via 3 GRS packet wih 3 maktorme $GPGEA Interpreted sentence that lacks certain fieids anc 2 terminator, NOT

separate Issue in the ALS driver was alsa reported, BUE It MIGHE not be 2 vulnerabilisy.
The Misaing Device feature In Lockout allows physically proximate attackess ta provide arbitrary ocation data via @ ‘commanly avaiiabie simple GFS lacation spaafer.”
The Ant-theft service In AVG AntiVirus for Androsd allows physically proximate attackers to provice arbitrary Iocation data via 2 “commandy avallable simple GPS lccation spacfer.”
The Track My Mcalle feature In the SamsungDive subsystem for Androk! on Samsung Galexy dewices does nat properly Implement Location AFs, which allaws physically proximate attackers to provide arbitrary locaticn data viz @ “commanky avallable simpie GFS location spocfer.”
GRSMapEes 11,737 allaws ser-assisted remote attackers o cause a denlal of service (crash] via a long string in a ist file
The UTC Fire B Security GE-MC100-NTR/GPS-ZE Master Clack device uses hardcoded credentials for an administrative account, which makes It easler for remate attackers &0 chtain sccess wia an HTTP session.
in the C In Apple Phane OF befare 3.0.1 alaws remate attackers to execute arbitrary code, abtain GRS coordinates, or enable the microphene via an SMS message that triggers memory comuptian, 3s cemanstrated by Chariie Miller at SyScan 08 Singapere.

The g in the GARMINAXCONTROL. GarminAxCentrel_t.1 Activex cantral in npGarman.dil in the Garmin Communicator Plug-In 2.6.4.0 doas nat properly enfarce the restrictions that (1) cawnioac and (2) uplaad requests came fram a web site saecified by the user, which allaws remate attackers to ohitain sensitive infarmaticn ar recanfigure Garmin GPS devices viz unspecified vectors related ta a “synchranisation erroe.”
scjunit_test.c In gpsdrive (aks gpsdrive-scripts) 2. 10~pred might allow ncal users ta averwrite arbitrary files viz 2 symiink attack cn the /tmpygpsdrive-uni-test/aroe temparary file, a diffenent vector than CWE-2008-495% and CVE-2008-5380.

gosdrive (aka gosdrive-scripts) 2.10~ared allows locsl usars to gverwrits arbitrary Fles via 3 symiink attack on the (a) /tmp/_smewatch ar (8] /tmp/gpsdrivepos temacrary file., related ta (1) examples/gpssmswatch and (2) srofsalash.c, dfferent vectors than CVE-2008-4955 ant CVE-2008-538D.

8A-COAR IN GRSIMVE-SCIES 2. 10~Rred AGWS 103l LSErS 10 QVERWIITE aritrary files via 3 symiink aiack cn (1) /IMA/gen.google, (2) /tmA/gec.yanca, (3) /EMA/QEc.cooMs, and (4) /IMA/QR0S #22%.C00MCS temparary fies.
SGA Infection vulnarabiity In print.asp In Guo Xu Gucs Fosting System (GRS] 1.2 allows remate sttackers to execute arbrary SOL commands via the K parameter.

Farmat string vuineragiity In friendsdZ in GpsDrive allcws remcte attackers to execute arbitrary code via the o (direction) fieid.

Farmat string vuinerability In the gpsc_repert function for BeriOS GFD daemon (gasd, formerly apgps) 1

 through 2.7 allews remate attackers to execite arbitrary coce via certain GPS requests cantaining format string specifiers that are not progerty handled in syslog calks.
Buffer overfiow in oPS before 0.10.2 may aliow kocal users to cause a dental of service (SIGSEGY) In rapsp via long command ines.
GPS before 1.1.0 Coes NGt praperty foilow the FORsp COANSCTION SOURCE 3CCERTAtON FAlICY 25 SPECfEd IN the FORSP.Cont file, WAICh Coui alicw LNAUNOrEZed TEmEse BMEackers to Cannect & MRSk,

Multiple Buffer avesfiows in gFS bafore 1.0.0 allcw attackers ta cauze a denial of service ane pacsibly axecute arbitrary code.

NNF Seminar 2023-06-14
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https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=GPS

Effects of incoherent spoofing — Skibotn 2021

GNS Clock [CLK1 - checking time]: : : : : T

e Receiver

GNSS Receiver

Signal: available, Is ma.sl:er_. Is locked

- 66h 58m

02 Z PES in ional available -145.6ms [+150.0ns]
03 : Fixed Freq. in . Signal available -41.50ms
. : IRIG : : Not pricritized NA
- : NTP : : Mot prioritized N/A
o e ... .. ......pTP.(IEEEiS88) . .. . ... . ..... Mot prioritized. . . . . .. .. . N/A. . .
- : PPS plus string : Not prjsritized N/A
; ; ; ; ; ; ; ; A\
% . Information . . . . . .

SinAMarK
s og Fin \
Troms

innmarky

GNS Clock [CLK1]:

romsa 1@ f

2 O' 1558 J¢ amarkky
romsSa I K

‘GNSS Status:
.GPS5 Position LLA:

:GPS Paosition LL,!_L Degree:
'GPS Position XYZ:

NORMAL OPERATION _
LAT: 70.0000 LON: 10.0000 ALT: 89m

LAT: 70° 00" 0° N LON: 10° 00° 0" E ALT: 89m
X:2154718m Y: 379935m Z:5971124m
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How dependent on accurate timing?

« Better real-time system modelling
Better fault analysis

« Faster fault localization

« Leaner substations

« Better wide-area monitoring (WAMS)

Nice to have

« Synchronized sampled values within substations
Need to have ¢ Wide-area synchronized data for protection (WAPS)
 Wide-area synchronized data for control (WACS)

NNF Seminar 2023-06-14



Phase or time

accuracy

A

10ms —+
Tms — ¢—

100 us —+

10 pus
Tus +— ¢&=—
100 ns +— ¢—
10ns +— ¢—

How accurate?

Today

Digital substation SV, PMU,

WAMS, WACS, WAPS

Statnett core clock
systems

National UTC timescale

NNF Seminar 2023-06-14

Horth American Synehmphason infatve | Marsh 2017
MNASP-2017-TR-001

PNNL-26331

Time Synchronization in the
Electric Power System

NASPI Technical Report

NASPI Time Synchronization Task Force

March 2017

NASPI

https://www.naspi.org/node/608



https://www.naspi.org/node/608
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