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Organised Crime: High-value vehicles & construction
equipment are stolen and exported in containers —
protected by plug-in GPS jammers

Photos courtesy of AVCIS & Chronos Tecl
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Picture: http://galileo.khem.gov.hu/documents/angol/technikai_dokumentumok/status_of galileo_frequency and_signal design.pdf




Picture: http://www.tayx.co.uk
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* Only for Legal Use

Product Description

Are you sick of being tracked like a criminal? This certain device is a gorgeous GPS
jammer which can totally solve your troubles. The can prohibit signals from tracking
wvour current location; pay a private space for you. All of this owes to the high
power portable GPS (GPS L1/L2/L3/L4/L5) jammer.

High Power Portable GPS (GPS L1/L2/L3/L4/L5) Jammer

RRP:

Your Price:

SKU:

Rating:

Shipping:
Quantity:

A o =

GEP £101.43

(You save GBP £8.83)
JM110838

dedrdrdr’s (6 product
reviews )

Calculated at checkout

Add to cart
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Systems - or simply GNSS?

QZSS (Japan) GALILEO (Europe) IRNSS (India)

... and all the augmentations:
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Figure 9: Totals of GP5S jamming events detected in each hour of a day from October 2012 to December 2013




Some European Union Activities on
GNSS Spectrum Protection

Pieter De Smet
European Commission
Galileo Programme
31 October 2015

" Indications of an evolution...

Evidence that jammers are
becoming more sophisticated:
faster sweep rates, wider
bandwidths and more
complex signals
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Successful demonstration of a GPS Jammer triggered camera system

GPS Jamming Trials at Sennybridge, Brecon Beacons, Wales

Photograph released by kind permission of
Commandant Sennybridge Training Area

Material: Chronos Technology Ltd.




£ GPS mgHEH|
50~100km nl2t

N. Korea accused of jamming commercial
flight signals

By Julie Yoo, NBC News tn Seoul, and msnbe.com news services
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/ Low-cost spoofer devices can now seize control of GNSS receivers, \
forcing them to show any location or time a criminal or terrorist chooses.

mallOnlme

W0PM 0,320

me [ ] u.s. | Sport | TV&Showbiz | Femail | Health | Science | Money | RightMinds | Coffee Bre HaCklng A Phone S GPS May Have
BTN Just Got Easier

Researchers show how a major GPS flaw could allow
terrorists and hackers to hijack commercial ships and
planes

By DAILY MAIL REPORTER

A generator trip in an automatic control scheme
could be falsely activated by the GPS spoofing, possibly leading to
cascading faults and a large-scale power blackout.
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2 or more
elements in
the antenna

%

How does GINCAN work?

Weighting
Network

Weight
calculation
processor

Signal enters receiver,
with jamming removed

GNSS
Receiver

2.5V power

‘Jammer Detect’ output
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INSTRUMENT APPROACH CHART -ICAOQ LONDON/HEATHROW
APP 119.725, 120.400, 127.525, 134.975 [HEATHROW DIRECTOR
TWR 118500, 11E.700, 124 THR ELEVATION 7
DBSTACLE ELEVATION

1087 AMSL AN TEMP A0°0

[EATHROW INFORMATION BN AEEVE P ANE TR LTI
BEARINGS ARE MAGNETIC 5000

OCKHAM
£ >1
o

T

RECOMMENDED PROFILE VERTICAL PATH ANGLE 3.07 [LMAY 5.24°

O R

Cimb 1o 2000 - siraigh! ahead unil passing 1080 or

L DME zero inbotind whichever is [aler, Then fum

Il et track 1487, Afler pageing 108D revert o
sonal na eslal

. Vihen
D)l‘Eocirblanvasty.
.

[ nav_ | sonaas) | seotnd) | soaiaas | saorias |

VM[C)OC)
fcee

NDTES 1 Pilois shoud ‘Request RNAV Approschi on frst contact wils Heathrom Direcior
2 Airerall will normaly be racar veclored lrem e STAR Holdngilial Approsch Fixes.
3 Pals should nol expect descent clearance below $000 unti T3NM frorm Louchdewn.
4 MEssed Approach Procedure uses convenlional navigalion aids and is nol available without DME I-LL, DME LON and NDB EPM.

AERDINFG DATE 02 UL 13
AMDT 10113 Civil Aviation Authority




fEnhanced oran
(eLoran)

» eLoran: Strong LF signals from earth
« GPS: Weak microwaves from space
 Both: timing, ranges, position, time

* No common mode of failure

* Plug-in replacement
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